
vmray.comSolution Brief    |    Reduce the Risk of Advanced Phishing Attacks

© VMRay GmbH. All rights reserved.

1

SOLUTION BRIEF

Reduce the Risk of 

ADVANCED PHISHING  
ATTACKS

Faced With the Internet’s Darkest Threats?
Accurately detecting new phishing campaigns and credential harvesting attacks is a hard 

problem to solve from a technology standpoint. Many enterprise phishing solutions on the 

market today rely on known threat libraries and AI analytics to proactively identify suspicious 

behavior patterns. When detection results are inconclusive, a small percentage of malicious 

and damaging messages still manage to get through into end-user mailboxes. 

Advanced Phishing Attacks
Threat actors are increasingly using evasion techniques to ensure malicious mail bypasses 

the primary point phishing solution. In many Enterprises, end-user education on general 

cybersecurity awareness and phishing attacks has become more popular, assisting IT teams 

spot previously unseen potential threats. While user reported phishing is reliant on inconsistent 

human end-user analysis, it has gathered momentum with successful results when identifying 

new, out-of-band email phishing campaigns.

Checks and Balances
Relying on a single point phishing solution to provide a second verdict of a 

“suspicious” email that failed to originally detect it is a misuse of time and 

resources. Adding the VMRay Abuse Mailbox into phishing 

playbooks and SOC processes, a deeper, more robust third-

party assessment is essential to ensuring malicious 

emails are fully evaluated. The static, dynamic, 

and Machine Learning (ML) driven analysis 

within VMRay provides a clearer view 

into the potential threats posed by 

emails and URL’s. These may include 

content analysis, recursive link analysis, 

file attachment verdicts, Smart Link, 

and other web objects can be quickly 

flagged if malicious intent is detected.

VMRay User Reported 
Phishing allows 
organizations to

Provide third party validation 
of inconclusive or suspicious 
phishing emails

Leverage educated 
end-users as part of the 
phishing detection fabric

Empower end-users to 
report suspect emails with a 
one-click Outlook plugin

Full analysis of recursive 
links, URLs, web pages,  
and file attachments to 
identify hidden threats

Automatic email 
notifications of results 
to SOC Teams and end-user 
if found malicious

Integrates with leading 
SIEM/SOAR solutions 
for automated playbook 
orchestration
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User Reported Phishing
In large Enterprises with thousands of mailboxes, the number of potentially harmful emails 

reported to the Abuse Mailbox might reach hundreds daily. Manual processing of messages 

escalated to Tier 1 Analysts for further triage can take up to half an hour for a single email. 

Bad threat actors know this, so they obfuscate email links with URL shortening services. 

By quickly generating many new links to bypass existing static and AI driven defenses, 

threat actors can flood inboxes making malicious phishing activity hard to stop.

VMRay’s Abuse Mailbox enables SOC teams to create a dedicated mailbox hosted by VMRay, 

allowing each organization’s employees to be a part of the detection fabric. Any suspicious 

emails that may have bypassed the organization’s primary phishing detection solution can be 

sent to VMRay for an objective third-party assessment with safe detonation and automated 

analysis via a simple Outlook plug-in.

Automated Phishing Triage
By combining VMRay into a SOAR playbook or SIEM workflow, organizations can send 

inconclusive suspect phishing emails automatically delivered to the abuse mailbox for further 

investigation. This level of automation benefits organizations that need to address emails 

flagged by their point solution as “inconclusive” much faster and at a higher volume, keeping 

the enterprise free from some of the more evasive phishing and credential harvesting attacks.
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Figure 1. End user education and user reported phishing allows employees to become part of the SOC team’s detection fabric.
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