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Why Organizations Need Sandbox Automation
for Advanced Malware Detection and Analysis

Closing The Window
of Malware Vulnerability



Introduction

A major cause of corporate IT disruption stems from advanced unknown malware, 

phishing, and custom crafted attacks. Advanced malware is decidedly different from those 

detected by traditional signature-based anti-malware solutions as they are engineered  

to avoid detection using sophisticated evasion techniques. Even with the improvements  

in heuristic analysis and phishing detection, malware and phishing attacks continue to be 

the most successful attack vector to breach the enterprise.

Layered Security Has Become a Requirement

Advanced detection capabilities differ from vendor to vendor, so understanding the 

technology used in each solution is a critical first step in the product evaluation process. 

Implementing the wrong technology could lead to highly evasive malware passing into  

the network and severely impacting business operations. 

Unfortunately, not all security solutions are created equal, and no single security solution 

or vendor can protect an organization from the multitude of different threats. Different 

threats exploit different weaknesses, and therefore a layered security architecture is 

considered a best practice approach.

Traditional Detection Methodologies Miss Attacks

Continued organizational compromise is primarily due to unknown malware that evade 

existing defenses. Static detection signatures filter out known threats and heuristic engines 

go some way in flagging known malicious artifacts in previously unknown malware. 

However, this detection process is not foolproof, as bad actors continually change malware 

to make it unidentifiable to existing detection methodologies.

The “The window of malware vulnerability” is typically defined as; the window of time 

between an unknown malware sample or other threat released into the wild, up until  

the point of successful detection and mitigation of that threat. With more than 1 billion 

samples of malware in the wild and 560,000 new threats detected every day, that window 

of vulnerability can extend for days, weeks, and even months before the malware is 

detected within the enterprise and a compensating control created.  

More than

1 billion
malware samples 
in the wild.

560,000
new threats are 
detected every day.
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Figure 1. The time between malware delivery into the wild and vendor signature creation creates a window of vulnerability.

Unknown Malware: Example Detection / Mitigation Timeline
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Currently, the only way to accurately identify unknown malware is to detonate the payload 

in a safe environment, analyze the results, and extract the indicators of compromise (IOCs). 

The extracted IOCs can then be used to create signatures for future detection and update 

mitigating controls. Sandbox technology such as VMRay allows any organization to 

implement their own threat detection and analysis program, without the need for highly 

skilled security practitioners with advanced malware knowledge or triage experience.

The Last Line of Defense

To address the threat posed by advanced malware, enterprises are implementing 

specialized, resolute teams focused on the detection, analysis, and response to unknown 

cyber threats. Whether Digital Forensics and Incident Response (DFIR), Cyber Threat 

Incident Analysis (CTIA), SOC Analysts, or Threat Hunters, their goal is the same. That goal 

is to identify and observe malware indicators and suspicious activity to mitigate current 

and future intrusions. 

Threat intelligence feeds and public data sources do provide valuable information  

on now-known malware or phishing campaigns, allowing threat analysts to leverage 

curated data to thwart attacks before detection signatures become readily available. 

However, in the case of high-value targets, unknown customized attacks may be 

specifically crafted and unleashed on a single target organization by bad actors, negating 

the value of threat feed data to some extent. These crafted, sole use attacks leave the 

targeted enterprise with the complex task of creating their own operational / tactical 

intelligence. This typically happens using forensic analysis, after the damage has been 

done and an attack succeeded.

Manual Triage vs. Automated Analysis

Many organizations perform their own operational / tactical intelligence on malware 

targeting their organization, but still they face challenges. Manual malware triage can be 

a time-consuming task and may take up to 3-4 hours per sample using many different, 

disparate tools. The evidence is then painstakingly pieced together, identifying most,  

but perhaps not all IOCs needed to mitigate a threat. Not only that, but the skillset 

necessary to perform successful triage is highly advanced.

In the case of sandbox technology, that triage time is cut down to mere minutes  

per sample. Different sandbox solutions often provide different results with differing  

depths of analysis – partly due to the underlying technology each sandbox vendor employs. 

This may lead to malicious samples incorrectly analyzed and not flagged as malicious.

Malware triage  
takes on average

3-4
hours
per sample.
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Not All Sandboxes Are Equal

When dealing with highly evasive malware that is “sandbox aware,” evasive samples 

analyzed in hooking or emulation sandboxes for example, will delay payload detonation 

and pass through after being deemed “clean.” Once that “clean” malware sample hits a real 

user’s operating environment, it quickly turns into another surprising, unwanted incident.

The value of in-house operational / tactical threat intelligence generated using this 

technology is to reduce the time of enterprise exposure to unknown threats – known as  

the “window of vulnerability.” VMRay helps to significantly shorten the process of triage 

using static and dynamic analysis, helping to identify and extract IOCs to enable the 

creation of accurate, actionable, malware threat intelligence. 

The actionable intelligence garnered from the “last line of defense” sandbox can then be 

used to further strengthen front-line defenses against that same type of crafted attack. 

This approach minimizes the organization’s window of vulnerability, allowing for enough 

breathing space to contain outbreaks and remediate previously compromised systems.

Feature
VMRay

Hypervisor 
Sandbox

Any Vendor

Software Emulation 
Sandbox

Any Vendor

Hardware Emulation 
Sandbox

Evasion Resistant Yes 
(Hypervisor)

No 
(Agent-Based)

No 
(Virtual Driver)

Data Analysis Overload No unnecessary 
information

Records 
all information including 
system

Records 
all information including 
system

Noise Free Reports Yes No No

High Precision Yes No No

Scalable, 
Low TCO Yes Yes No

Figure 2. Comparing hooking, emulation, and hypervisor based monitoring approaches.
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Evasion Techniques to Avoid Detection

Figure 3. The most common malware evasion techniques used to avoid detection.
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The Advanced Malware Threat Landscape

Advanced malware threats are malicious code developed with any combination  

of capabilities for infection, Command and Control (C&C), lateral movement,  

data exfiltration and payload execution. Often built for stealth and persistence,  

advanced unknown malware avoids detection by both traditional edge and endpoint 

protection solutions.

Email is still the primary propagation method used in malware attacks on the enterprise, 

with 94% of breaches due to mail-borne threats.

Mail-borne attacks propagated via email includes:

s Email with URLs linking to Ransomware, phishing website or an exploit kit

s A malicious attachment containing a dropper or malware payload

s Targeted, customized email leveraging social engineering techniques –

such as spear-phishing and credential harvesting attacks

Other propagation methods do exist – such as infected removal media, web threats 

such as cross-site scripting (XSS), or SQL injection, or credential compromise –  

but they typically yield lower success rates.

Advanced unknown malware threats, include:

Zero Day Threats

Zero-day threats are malicious malware or weblinks currently unknown to traditional  

anti-virus solutions and include Phishing URLs, Ransomware, Advanced Persistent Threats 

(APTs), and new malware families. Zero-day attacks cannot be detected with traditional 

static signatures or AI/ML based techniques but can sometimes be flagged by heuristic 

engines if known indicators are used. The only way of reliably identifying zero-day threats  

is through a sandbox detonation process.

One example of highly evasive malware includes Agent Tesla, which involves 

steganography and unfolds in multiple stages. This complexity allows Agent Tesla  

to avoid signature-based detection. Once installed, this malware collects and steals device 

and system data, browser data, and login credentials, as well as keystroke logging,  

screen capture, and form-grabbing. 

Another highly evasive malware strain is Emotet, a self-propagating, modular Trojan  

that uses multiple methods for maintaining persistence and evasion techniques  

to avoid detection. According to the US Cybersecurity and Infrastructure Security Agency, 

Emotet infections can cost up to $1 million per incident to remediate.

94%
of breaches are 
due to mail-borne 
threats.

The only way to 
detect evasive 
malware is through a 
sandbox detonation 
process.
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Targeted Phishing Attacks

Spear-phishing and Whaling attacks are malicious emails sent to high-value, corporate 

employees. They make use of social engineering and domain spoofing techniques  

to deceive end-users into believing the email originated from a trusted source. The goal 

of these attacks is primarily to harvest credentials to financial systems such as ACH 

accounts. Other forms of attack use unique URLs which lead to a specially crafted, 

seemingly genuine phishing websites. 

Phishing threats are typically detected using Machine Learning (ML) technology  

to identify a wide range of credential harvesting attacks, drive-by downloads, file-sharing 

web apps, and unsafe HTML attachments. 

Advanced Malware and Phishing Attack Detection

Static signatures detect known malware once it has been identified and a signature 

created. As static databases continue to grow, so too the number of false positives  

and inaccurate results. While using static signatures alone will not detect advanced, 

unknown malware, they are still an integral layer in the overall protection architecture.

Heuristic engines were developed in part to overcome the limitations of static analysis 

and help close the window of vulnerability between detection and signature creation. 

Unfortunately, the inconsistent results of heuristic engines have led many security vendors 

to develop third-party sandbox technology into their solutions, providing a much deeper 

level of automated analysis.

Detection Challenges: Malware Evasion Techniques

The most dangerous malware is not only based on the maliciousness of the payload,  

but the intelligence used to hide and evade detection. Evasive Malware is designed  

to bypass known security controls within email systems, secure email gateways,  

content inspection on firewalls, and IDS/IPS detection. Advanced malware requires  

certain conditions prior to activation and payload deployment. If these conditions  

are not met, the malware lays dormant until all the predefined conditions are in place. 

The detection of a sandbox environment by the malware will suspend any activity, 

denying the sandbox the ability to identify malicious code, including:

s Delays the connection

to Command & Control Servers

s Delays the download of additional code

s Delays the modification

or injection of code

s Delays any network-based

propagation actions

In addition, some evasive malware will also require additional conditions prior to activation, 

such as user interaction, hibernation, and fragmentation reassembly. Advanced sandboxes 
– such as VMRay – can also simulate human behavior using AI/ML, which is highly effective 

in deceiving malware to detonate where other sandbox technology would fail.

Social engineering  
is key to a successful 
phishing attack.

Evasive malware 
looks for certain 
conditions before 
payload execution.
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Detonation Required

Not all sandbox technology is the same. There are significant differences in 

implementation, impact on scalability, overall malware detection, and performance factors 

which must be considered when deciding upon a solution. The three main approaches used 

in sandbox integrations today include hooking, emulation, and hypervisor-based analysis.

As mentioned previously, the only way to identify evasive malware and phishing attacks  

is to detonate them in a safe environment, record the activity and analyze the results  

for malicious behavior. If the malware suspect’s it has been placed in a monitored sandbox 

environment, it will withhold payload detonation to avoid detection.
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AV Scan Heuristic Sandbox

Mail 
System UserInternet /

Cloud

Figure 4. Evasive malware and phishing attacks can only be detected using sandbox technology

Therefore, traditional sandbox techniques such as hooking, and emulation do not work well 

when detecting evasive threats. To counter this, the only way to ensure malware detonation 

is to provide an environment free of any indicators that would tip the malware off.

The hypervisor is the underlying computing platform that creates, runs, and manages 

virtual machines on bare-metal hardware. VMRay solutions run in the hypervisor,  

providing visibility from outside the workload by using Virtual Machine Introspection (VMI). 

By running in the hypervisor, malware is unable to identify the indicators that would signal  

a monitoring environment, allowing for unfettered payload detonation.

VMRay’s Intelligent Monitoring provides untainted visibility into the malware or phishing 

sample’s payload actions during and after detonation. The collected observations  

of sample behavior are then passed to the automated analysis process for extensive 

evaluation using 30+ different analysis technologies.

Within the VMRay platform, the machine learning module is an additional technology layer 

that ingests high quality input data directly from the dynamic analysis engine. The resulting 

output contributes to the unique VTI (VMRay Threat Identifiers) scoring methodology  

in addition to  identifying and classifying malicious phishing email campaigns.

Hooking and 
emulation sandboxes 
can miss evasive 
malware.

Hypervisor-based 
monitoring does not 
expose the sandbox 
environment.
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Security Automation

Due to shorter vulnerability windows and success rates, modern threat actors are 

increasingly turning to embedded defense-evasion techniques in the development  

of their malware. With over 560,000 new unknown malware samples a day, organizations 

utilizing manual processes face an uphill climb. Threat Analysts can be quickly 

overwhelmed and burn out frequently happens with the deluge of new threats they face.

Modernizing SOC Automation

Traditional SOCs are still struggling to keep up with the constantly changing threat 

landscape against modernized adversaries. The modernization of security automation 

has become an essential requirement for organizations with the goal of reducing human 

intervention from an increasingly high number of security incidents. Cloud infrastructure 

has allowed organizations to streamline modernized SOC operations with automation 

tightly integrated into a data-centric security architecture. When implemented effectively, 

the most repetitive and menial tasks are automatically addressed, allowing skilled security 

practitioners to concentrate on higher-value risks and responsibilities.

Enterprise SOC teams utilizing security automation across multiple technologies such 

as EDR, XDR, SOAR or SIEM have greater visibility into malicious activity across the 

infrastructure. This visibility and wealth of data gives clearer indications of threat actor 

intensions, in addition to improving on-time incident response and forensics investigations.

Speeding Time-to-Resolution

The inclusion of sandbox technology into an organization’s SOC or DFIR process helps  

to significantly alleviate the burden of manual triage. By automating the operational / 

tactical intelligence tasks required to mitigate threats, malicious malware samples  

are automatically quarantined from the user, the user and the SOC/IT Manager informed, 

and the threat data exported to a SOAR/SIEM platform. This integration quickly provides 

the central SOC/SIEM intelligence repository with a steady stream of high-quality,  

auto-generated IOCs, automatically fed into established threat intelligence processes  

to help Threat Analysts mitigate threats faster.

Threat Analysts 
can be quickly 
overwhelmed.

Automated  
sandbox technology 
significantly 
alleviates the burden 
of manual triage.
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Conclusion

For organizations managing their own in-house DFIR, Cyber-Threat Analysis, and Incident 

Response teams, the detection of previously unknown, advanced malware – such as Agent 

Tesla and Emotet – and phishing threats are a constant challenge. With VMRay, security 

practitioners can automate malware triage and speed time to incident response with 

integration into existing IT and SOC infrastructure.

The automation of sandbox technology helps organizations dramatically decrease an 

organization’s window of vulnerability by providing the IOCs required to mitigate a threat 
– without the need for vendor signature or engine updates. Enterprises with continuous

security monitoring programs can therefore quickly regain a more positive security risk

posture after an incident, aiding in compliance.

Using best-in-class, hypervisor-based sandbox technology, VMRay has become the last line 

of defense in the layered enterprise security stack for many at risk global businesses.

About VMRay

VMRay's Advanced Threat Detection and Analysis 

Platform uses a unique approach of hypervisor-

based monitoring, sandbox detonation, and 

granular analysis of malicious code. Utilized by 

commercial companies, Government Agencies, 

security practitioners and threat researchers 

worldwide, VMRay correctly identifies suspicious 

files and phishing emails as previously unknown, 

malicious threats. The detailed analysis and 

indicators of compromise generated can be used  

to quickly mitigate current and future threats  that 

plague the enterprise.

Speed time to 
incident response.
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